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1.  Introduction 
 
EWICS TC7 (European Workshop on Industrial Computer Systems, Technical Committee 7, Safety, 
Reliability, and Security) is an international workshop of experts in the field of dependability of 
industrial computer systems with respect to safety, reliability and security. TC7 represents a broad 
coverage of industry, manufacturers and users, as well as universities, research centres, 
standardisation committees and licensing authorities. 
 
The Education and Training subgroup was initiated at the spring meeting of EWICS TC7 in 2001. By 
using its membership knowledge and experience, the Education and Training subgroup focuses on the 
task to work out and publish an EWICS TC7 position paper. The paper’s topic are curriculum 
requirements both for academic education and for industrial training, which are necessary to 
effectively cover the complete life cycle of dependable computer based systems applied in industrial 
sectors. 
 
2.  Problem Statement 
 
The increased number of safety and security related complex systems applied in individual sectors of 
industry and the increasing effort to assure the security of the more and more vulnerable and 
interconnected national critical infrastructures have been recently accompanied by the publication of a 
range of standards and guidelines related to providing safety and security for these systems, like for 
example the generic standard IEC 61508 as well as specific application standards based on this 
standard and ISO/IEC 17799. It means that there will be needed more and more specialists who can 
design, licence and operate high dependable systems and use these standards at work. However, there 
are very few publications which would analyse what knowledge would be needed for this purpose and 
how far current university curricula and industrial training include the material necessary to design 
and operate such systems and use these standards. 
 
For example system requirements definition whose quality may seriously affect the quality of the 
system designed is closely related to a given domain knowledge, and although information acquisition 
techniques recommended by requirement engineering are suitable for such sectors as administration, 
banking or information systems, they seem to be insufficient in those industrial sectors which are 
based on advanced technology and complex systems, like for example electric power systems, some 
process industries etc. Specialists in a given sector should participate in the specification of 
requirements phase, for instance, in order to identify the safety and security requirements, in 
validation of models for analysing the specification, etc. It also concerns all subsequent phases of the 
software design process, including the testing and validation phase. 
 
However, cooperation between the specialists in these industrial sectors and software engineers can be 
quite difficult, if on one hand the specialists in the application fields mentioned above do not 
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understand the notations, models, methods and tools used by the software engineers, and on the other 
hand the software engineers have no basic knowledge in these sectors of industry. It is quite obvious 
that such a situation could not leave the duration, quality and costs of the project unaffected. 
 
The EWICS TC7 subgroup addresses today’s lack of educational programmes in the field of 
dependability engineering: at the very best, academic curricula and industrial training courses are 
focused on specific technologies required during the life-cycle of software-based systems. These are 
mostly tailored to specific background disciplines, such as computer science or single application 
domain engineering sciences. Typically, this situation results in communication problems across 
project members with different technical background, as they miss a common knowledge concerning 
terminology and techniques, and increasingly this tends to endanger the effective design of 
dependable complex systems. 
 
The objective of the Education and Training Subgroup is to formulate an EWICS TC7 Position Paper 
containing a list of courses, units (thematic modules), and/or topics that are needed for effective 
design as well as safe and secure operation of high dependable systems. 
 
As a first approach work on the subgroup position paper will concentrate on: 

1. Description of specific issues associated with safety related systems design. 
2. Identification of activities requiring a common educational basis among project members. 
3. Survey (general or chosen examples) to what extent these issues are present in university 

curricula or industrial training programmes. 
4. Suggestion of courses to be introduced into curricula both of computer science and classical 

engineering faculties. 
 
3.  Activities and Progress to Date 
 
The Education and Training Subgroup has organised a workshop together with the EU Network of 
Excellence ReSIST in May 2007. In April 2008, the subgroup organised a joint workshop on “Human 
Factors in Education & Training for Safety: Learning from Industry and Health“ together with the 
subgroup Medical Devices. Currently it is working on the position paper. For more information see 
http://www.ewics.org/docs/curricula-subgroup. 
 
4.  Contacts and Membership 
 
The Education and Training Subgroup, as all EWICS subgroups, is an open group and we welcome 
participation. There are a number of ways you could become involved: 

• By review of work as it matures. 
• By providing material on particular problems and practices related to the aim of the subgroup. 
• By offering talks or attending the workshops. 
• By attending meetings and contributing to the work of the group. 

 
For further details please visit the web site www.ewics.org or contact: 
 

• Udo Voges (Chairman) 
Forschungszentrum Karlsruhe 
Institut für Angewandte Informatik 
Hermann-von Helmholtz-Platz 1 
76344 Eggenstein-Leopoldshafen, Germany 
E-mail: udo.voges@iai.fzk.de 

 
• Zdzislaw Zurakowski (Vice-Chairman)  

ul. Pomorska 4 m. 19 
50-218 Wroclaw, Poland 
tel.: +48 71 328 93 48 
E-mail: zz@pvd.pl 


